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Systems I - Safety
Process Control
Quantitative Risk Assessment (QRA)
· Hazard Identification

(what can go wrong?)
· Hazard Analysis


(what will the effect be?)

· Hazard Statistics


(how often will it happen?)

· Risk Analysis



(what is the loss?)

· Risk Evaluation


(is this acceptable?)

· Health & Safety


(what does the law say?)

Definitions
Definitions for Loss Control

· Hazard – a physical situation with a potential for

· Human injury

· Damage to the environment

· Damage to the environment

· Major Hazard – large-scale industrial hazards whose realisation involves a significant event, often a breach of containment
· Event – consequence of a hazard that has somehow been triggered to produce an undesirable event

· Risk – a chance of something adverse occurring

· Risk = combined effect of the probability and magnitude of an undesirable event

· Safety – freedom from unacceptable risk of personal harm or environmental damage

· Loss – the financial consequence of a materialised risk

Hazard Identification

Techniques

· Past experiences

· Engineering codes

· Checklists

· Hazard indices

· Failure Modes and Effect Analysis (FMEA)

· Hazard and Operability Study (HAZOP)

· Hazard and Risk Matrices

· Historical Records

Past Experience
· Engineering skill and safety experience are essential for plant safety (design, construction, etc.)

· “Experience” is limited and

· May give false notion of adequacy

· No substitute for completeness

· Useful for preliminary assessment only

· Experience should always be broadened

· Follow judgements by a comprehensive analysis

Engineering Codes

· Specify minimum acceptable design and operation
· Do not specify hazards that they try to prevent

Comments:
Of limited use in hazard identification

Not application-specific, assumes “nominal” use of equipment

Checklists

· Process reviews for hazardous aspects of
· Process contents properties: flammability, explosivity, toxicity, reactivity, corrosivity, etc.

· Process equipment: design specifications, plant layout, relief facilities

· Process procedures in case of: fire, gas release, power, cooling, heating or stream failure

Advantage:

· Simple – will cover most materials and routine procedures to reveal common hazards

Disadvantage:

· Incomplete

Comments:
Of limited use for hazard identification

Hazard Indices (HI)

· Plant divided into “UNITS”
· Each UNIT is assigned a Fire & Explosion Index (F&EI) based on:

· Material hazard factor (MF) [1-40] depending on flammability and reactivity

· General process hazards (GPH) = MR + % of (MF)

· Special process hazards (SPH) = GPH + % of (GPH)

· A separate Toxicity Index (TI) is calculated, based on toxicity, GPH, SPH

Comments:
The index can be sued for Hazard Identification, rating of UNITS or compliance with target tests

Failure Modes and Effects Analysis

· Involves reviewing systems to discover the mode of failure that may occur and the causes and effects of such failures

· Uses a “bottom up” approach, as opposed to the “top down” approach used in Fault Tree Analysis

· HAZOP represents a well-developed form of FMEA

· The techniques start with request for:

· Component description

· Possible component failure modes

· Possible consequences of each mode of failure

· Well established (design) technique for detailed analysis of possible failure scenarios of process plant component of simple systems

· Not suitable for complex systems because of excessive amount of work and output

Hazard and Operability Study (ICI)

· State for every location in the plant how it is designed to operate
· Identify all possible deviations of this by use of guidewords like:

· NO




= the complete negation of the design intention

· MORE OF


= a quantitative increase of the relevant parameter

· LESS OF


= a quantitative decrease of the relevant parameter

· AS WELL AS

= a qualitative increase

· PART OF


= a qualitative decrease

· REVERSE

= the opposite of what the design intended

· Consider what may cause this and whether this is a hazard

· Ask whether this hazard or operability problem must be controlled

· If “YES”, find how this can be done or ask for more information

· Ensure that all decisions are implemented

Comments:
Excellent for full unit assessment but too complex from initial Hazard Identification

Hazard and Risk Matrices

· Develop a hazard scenario based on:
· System definition

· Hazard Identification from:

· Inventories

· Conditions

· Initiating cause/event and consequence scenario

· Determine hazard severity rating on the scale:

I. Minor (first aid)
II. Moderate (medical care)

III. Serious (disabling)

IV. Very Serious (1 fatality)

V. Severe (multiple fatalities)

· Develop a likelihood (frequency) scenario based on:

· Historical data, experience, systematic techniques (frequency analysis)
· Estimate hazard likelihood rating on the scale:

A. Improbable

B. Not likely (unlikely but possible; 1% < freq < 10%)

C. Remote (sometime in life cycle; 10% < 100%)

D. Probable (several times in life cycle; 1 < freq < 10)
E. Frequent (repeatedly in life cycle; freq > 10)

· Estimate risk each hazard from ranking matrix
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Historical Records
· Case histories

· Databases

Comments:
Excellent information, though only based on past information and experience
Warnings
· Do not overlook hazards
· Mistakes in evaluation cancel out, but omissions always underestimate

· Do not exclude unlikely hazards

· Risk = frequency × effect

· Do not make “safe” assumptions

· Design, construction or operational specifications may not have been adhered to

Hazard or Consequence Analysis

Introduction
· Hazard identification techniques identify possible undesirable events

· Consequence Analysis uses limited Consequence  Models to predict the physical effects
· Starts from the physical state at the moment of the incident – often a Loss of Containment

· Consequence Modelling has the following elements:

· Loss of Containment:

· Initial condition

· Discharge models

· Frequency analysis

· Consequence Analysis:

· Dispersion models

· Flammable and toxic effects

· Damage and other losses

· Important not to confuse Consequence Models such as Event Trees with those used to identify hazards (HAZOP) or those that aim to analyse what scenario may lead to the undesirable event, such as Fault Tree Analysis
Fault Tree Analysis

· A Fault Tree can be used to identify causes of a undesirable event:
· Starts by identifying the undesirable top event (accident/incident)

· Then aims to identify qualitatively all possible causes for top event

· Does this by reverse thinking through a series of preceding process steps

· Thus arrives at a multiple of causes (failures/mistakes) that can lead to a single top event

· The smallest combination of such causes is the minimal cut set
· Can be graphically shown as a pyramid with causes towards the bottom and accident at the top

· Can also be used quantitatively to estimate the likelihood of such steps, and hence the probability of the top event for use in failure rate data

Disadvantages:
· Tedious to do completely (qualitatively) and accurately (quantitatively)

· Requires:

· Excellent system understanding

· Consideration of many small steps

· For reliable overall probability calculations will also require numerous accurate and reliable single event data (in consistent units)

· Summary: potentially very powerful and not dependant extensively on records and experience, but need very reliable data
Event Trees

· Consequence Analysis uses limited Consequence Models to predict the physical outcome from an undesirable initiating event – such an event is thus the same top event as one in Fault Tree Analysis
· The Event Tree is one of the most useful of such Consequence Models

· Like the Fault Tree, it is top-down, but now forward looking

· All relevant safety functions or following events that can affect the outcome need to be considered

· Each branch of the Event Tree is one such outcome

· The Event Tree can be show graphically

· Sequence of the Event Tree is:

· Identify initiating (top) event

· Identify initial conditions

· Identify safety function/hazard

· Determine its outcome

· Repeat the previous two steps for all possible event functions hazard

· Determine in turn the outcome of each of these consequences

· Such outcomes can later also be quantified for the purpose of probability and severity

Hazard or Consequence Models
· There are many “standard” or well known Consequence Models in use
· Some are classic, simple ( frequently used for a first and general assessment

· Others are more complicated ( better prediction and description of the particular characteristics of an event

Hazard Statistics and Frequency Analysis

Hazard Statistics – Historical Data
Advantages:
· Quick
· Credible
Disadvantages:
· Requires large sample
· May miss rare events
· Not for novel design
Frequency Analysis – Fault Tree Analysis

Advantages:

· Mathematical base
· Adaptable model
Disadvantages:

· Uncertain assumption
· Complex assumption
Process Plants
· Process plant failures can be due to a variety of factors
· Inadequate design

· Incorrect design

· Operating errors

· Outside influences

· Long-term objective of Quantitative Risk Analysis (QRA) is the development and use of mathematical and theoretical models for the prediction of failure frequencies

· Complex ( most likely to succeed where design deficiencies are dominant cause
· Reliability Engineering ( most useful technique for evaluating failure probabilities and identifying methods for improvement

· Useful tools in frequency analysis are the Fault Tree and Event Tree – can be used with “Severity Ratings” in a Risk Matrix

· Historic Data will remain the backbone of QRA:
· Necessary to use general classification schemes to obtain Base Rates of Failure for frequently used items of process plants

· Base Rates of Failure can be obtained from “Database” collections of incidents

· Applicability depends on circumstances

Flange Equivalent Method

· Combined Failure Rates of all Single Components of a plant unit must (by definition) equal the Base Rates of Failure for the major unit itself, for which statistical data my be available
· A relationship between such individual failure rates can be derived by estimating the opportunity for failure of each component or small plant item compared to that of a simple standard (e.g. the flange)

· Number of Flange Equivalent Failure Option can be estimated

· Notes:
· A single component may have more than one failure mode option, which multiplies relative failure frequency estimates

· Flange equivalent failure mode estimates for individual components will go down as more unit failure modes are considered since the Base Failure is fixed
· When the number of failures is increased, the accuracy of component failure estimates rises (as long as relevant to the unit’s failure mode)

Failure Modes:

· Small


80% of incidents

<3% of Maximum Effluent Estimate (MEE)

· Large


15% of incidents

2-25% of MME

· Catastrophic
5% of incidents

>25% of MME

Failure Locations:

· Welds

· Flanges

· Meters

· Gauges

· Vents and relief valves

· Tank seams

Discharge Modes:
· The result of an equipment failure is the efflux of a quantity of material that may lead to undesirable events

· The quantity of material that escapes is a function of the rate at which it escapes and its duration

· The rate of escape will depend on the size of the aperture and on operating conditions

Fatal Accidents Data and Statistics
· For QRA, useful to express RATES:
· Fatality Rate (FR):


FR = Number of Deaths / Persons Year

· Fatal Accident Rate (FAR):
FAR = Number of Deaths / 108 Exposed Hours

· As basic activity duration is 8 hours/day (3,000 hours/year):

· FAR × 3,000 = FR

Risk Analysis
· Risk = Severity (magnitude) × Probability (frequency)
· Probability always given as a fraction of the number of failures over the number of events considered (sample number) for a fixed observation period (1 year)
· Severity can be expressed in either of two ways:

· As the undesirable consequence to the facility that is being considered

· As a financial loss

· Most common risk analyses are estimates of:

· Maximum Creditable Loss

· Annual or Mean Loss

Maximum Creditable Loss

· Hazard Assessment can evaluate the most severe, largest single incident that may occur for a specific hazard event or scenario

· Large incidents ( more damaging ( low frequency

· Small incidents ( less damaging ( higher risk

· Maximum Creditable Loss is the loss from the most hazardous single event mode from those that are likely to occur (>10-6 – 10-5)

Annual or Mean Loss

· Annual or Mean Loss estimates are by definition risks. Can be evaluated for:

· Single, multiple or all possible hazardous event scenarios (e.g. a leak, cooling water failure, a fire)

· A single component, multiple components or complete systems (e.g. a pipe, a reactor, a process plant)

· Essential that severities (i.e. quantities) for all losses are expressed in the same units

· Failure consequences of each component in every scenario, each multiplied with their probability will give annual loss against frequency distribution estimates
· By adding up such distribution estimates for the same loss scenario for all components, the overall annual or mean loss estimate of the system from this scenario can be found

· Risks as combined loss estimates for multiple failure scenarios, determined in this way, can only be combined if the severity (like probability) is expressed in the same way
· Due to the great variety of types of losses, this is in practice only done successfully on a financial loss basis
· Addition of loss/frequency distribution estimates often leads to recognition of combined maximum creditable losses within narrow frequency band

Risk Evaluation

· Human appreciation always needs to be taken into account when considering risk
· Acceptability of risk is a subjective judgement

Single vs. Multiple Casualties

· RISK = FREQUENCY × MAGNITUDE

· Risk of 1 Death/10 yr = Risk of 100 Deaths/1,000 yr

· Public aversion to risk ( (MAGNITUDE)1.2
· Public perception:
· 10-3/yr
( unacceptable to all

· 10-4/yr
( public money to control risk

· 10-5/yr
( some accept degree of inconvenience to avoid

· 10-6/yr
( not of concern to most people

Risk Reduction (mitigation)
· Objectives:
· To reduce hazards

· To reduce likelihood (frequency) of event/incident

· To reduce the consequences (initial or knock-on)

· Methods:

· Elimination

· Inherent safety

· Add-on safety

· Timing:

· Pre-event control
= PREVENTION

· Event control

= PROTECTION

· Post-event control
= MITIGATION

Elimination of Risk
· Ultimate objective and thus also the goal of both Inherent Safety and Add-on Safety
· Rarely achieved

· Most likely effective in prevention, i.e. plant design

· E.g. replacement of a flammable heat transfer fluid with a non-flammable one

Inherent Safety

· With development of QRA methods, hazards and risk became identifiable and quantifiable

· Considers how the significant risks may be reduced, especially at the design stage

· Achieve this by making plants more simple, user-friendly and low-risk

· E.g. eliminate intermediate storage of toxic material (Bhopal)

Add-on Safety

· Required add-on instrumentation:

· Early detection of hazardous process developments

· Implementation of remedial
· Protective measures to limit the impact of incidents and consequences

Inherent and Add-on Safety

· Risk reduction methods can focus on four process areas:
· Reduction of the basic risk of plant and process

· Installation of safety systems to control plant hazards

· Establishment of an effective safety management system

· The competence of plant designers, operators and management

· Inherent safety primarily aims to reduce process hazards at the design stage and therefore the need for “add-on” safety systems

· Main focus of Inherent Safety:

· Intensification

· Substitution

· Attenuation

· Simplification

· Early implementation

· Since Add-on Safety systems are expensive and need regular inspection and maintenance, Inherent Safety tends to be more cost-effective, but this also has inherent practical process limits and is rarely appropriate once plants are operations
· Aim towards inherently safe plants does not diminish the essential need for high quality instrumentation for process control and Add-on Safety

· Criterion (2) – National Value of Life
· UK industry would currently invest £2M in additional safety measures to save one life per annum

· Balance between optimum cost effective measures and human perception

Health and Safety
Industrial Law on Safety
· Statute Law:

· Acts of Parliament, statutory regulations and instruments made under Acts

· Common Law:

· Prescribes obligations which are interpreted in the light of case law

Legislation for Chemical Industry

· Chemical works
· Storage and transport of flammable liquids

· Pressure vessels

· Fire

· Pollution and noise control

· Incident reporting
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